OdHuManbHLBIH caiiT

ClireJICTBEHHOE yIIpaBJICHHE
Cnencrsennoro komurtera Poccuiickoi Meyiepanmm
no Yeuenckoit Pecnybnuke

PexomMeHgannu mo 3amure OT MOII€EHHUKOB

ITamsaTka «Buabl MOIIIEHHHYECTBA € HCIOJb30BaHUEM
BbICOKOTEXHOJOTNYHBIX yCTpoicTB. PekoMeHjanuu no
3aliTe OT JeCTBHH MOIIEeHHUKOB»

CeropHs B MOBCETHEBHOM KU3HU UCIIONIB3YETCsI MHOKECTBO Pa3HOOOPA3HBIX BHICOKOTEXHOJIOTHUHBIX
YCTPOWCTB — IUIACTUKOBBIX KapT, MOOWIBHBIX TeJIe(hOHOB U KOMITBIOTEPOB. [I0CTOSHHO MOSBISAIOTCS
HOBbIE MOJIEJIU, TIPOTPAMMBI U CEpBUCHL. Bce 3T0 Aenaer Hailly Ku3Hb y0oOHee, HO TpedyeT
OIpe/IeJIEHHBIX HABBIKOB U 3HAHUI.

OnHOBpEMEHHO C Pa3BUTHEM TaKUX YCTPOMCTB MOSBIISIOTCS BUJIbI MOIIIEHHUYECTBA, MTO3BOJISIONINE
00OMaHYTh U IPUCBOUTH JIEHEKHbIE CPeJICTBA TpakaaH. UToObI He MOAIAThCS HA YIOBKH
3JIOYMBIIIIJICHHUKOB, IOCTATOYHO 3HAaTh, KAK OHM JEHCTBYIOT, M COOJTIOIATh IPaBUJIA TIOJIb30BAHUS
MOOWJIbHBIMU TeJlehOHAMU, TIIACTUKOBBIMU KaPTaMU M KOMITBIOTEPAMHU.

TEJIJE®OHHOE MOHNIEHHUYECTBO

TenedoHHOE MOIIEHHUYECTBO U3BECTHO JABHO — OHO BO3HUKJIO BCKOPE MOCIIE MAaCCOBOTO
pacrpocTpaHeHUs] JOMAUIHUX Te1e(OHOB.

B Hacrosiee BpeMsi, Korjia IMPOKO MCIIOJIB3YIOTCSI MOOMJIbHBIE TeJie(DOHBI U JTMYHBIA HOMEP MOXEeT
OBbITh Y BCEX, OT JECATUIETHETO peOEHKA A0 BOCBMUJIECATHIIETHETO IEHCUOHEPa, CIIyJan
Tesie(pOHHOTO MOIIIEHHNYECTBA PACTYT C KaXIBIM TOJIOM.

HanomuHaewm, 4to 4arie Bcero B ceTH Tesie(pOHHBIX MOIIEHHUKOB TIOTAIAI0TCS TTOKUIIbIE VT
noBepuurBble Moau. [Ipy 3ToM Kakablii YeT0BeK MOXKET CTaTh KEePTBOW MOIIEHHUYECTBA, €CIIU He
OyJzleT ce0BaTh MPOCTHIM MpaBUIaM 0e30TIaCHOCTH.

OcHoBHbIE cXeMbl TeJIe(POHHOTO MOIIIEHHIUYECTBA

Oo6maH 1o TenedoHy: TpeOOBaHUE BBIKYIIA

KAK 9TO OPTTAHU30OBAHO:
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Bam 3BOHSAT ¢ HE3HAKOMOT'O HOMCEpa. MorreHHUK MpeACTaBJIACTCA POACTBEHHUKOM HJIM 3HAKOMBIM U
B3BOJIHOBAHHBIM I'OJIOCOM COO6IJ_[aeT, 4TO 3a€pKaH COTpYIHUKAMU IMOJIMITUA U OOBUHEH B
COBECPLICHUMN TOT'O UM MHOT'O MPECTYIVICHUA.

3to moxet ObiTh TII, XpaHeHue opykusi UM HAPKOTUKOB, HAHECEHUE TSKKUX TeJIECHBIX
MOBPEXKJICHUN U Jaxe YOUNCTBO.

Jlanee B pa3roBop BCTyMaeT sIKOObl COTPYAHUK Noauiy. OH yBepeHHBIM TOHOM COOOILIAET, YTO YKe
HE pa3 MOMOTaJ JIOIsM TaKiM 00pa3oMm. [l pemenust Bompoca HeoOXoAuMa Ompe/ieieHHasi CyMMa
JIeHeT, KOTOPYIO CJIeyeT IPUBE3TH B OTOBOPEHHOE MECTO WU MepeiaTh KAKOMY-JIMOO UeJIOBEKY.
Ilena Bompoca cocTaBiisieT OT OAHOM 0 Tpuaatu Teicstu gosuiapos CHIA.

HA CAMOM JIEJIE TIPOUCXOOUT CJIEAVIOIIEE:

B opranuzainyu odmaHna 1o tesieoHy ¢ TpeOOBaHHEM BBIKYIIA YUYACTBYIOT HECKOJIBKO MPECTYITHUKOB.
3BOHSIIMI MOKET HAaXOAUTHCS KaK B UCTIPABUTEILHO-TPYIOBOM YUPEKAECHUH, TAK U HA CBOOOIE.
HaGupas TenegoHHble HOMEpa HayraJ, MOIIEHHUK MPOU3HOCUT 3arOTOBJIEHHYIO (hpasy, a janee
AeicTByeT 1o odcrosTeabcTBaM. Hepenko xepTBa cama cirydaiiHO MMOJICKa3bIBAaeT UMs TOrO, O KOM
oHa BoJiHyeTcsi. Ecnu xkepTBa nmpecTyruieHus Moaanach Ha 0OMaH U COTJIAaCUIIaCh MPUBE3TH
YKa3aHHYIO CYMMY, 3BOHSIIMI Ha3bIBAET a/ipec, KyAa HyKHO Npuexarb. YacTo MOIEHHUKU
MpeAJIaraloT CHATh HEJOCTAIOIIYI0 CyMMY B OaHKE M COIIPOBOXKAAIOT KEPTBY JIMYHO. MOIIEHHUKH
CTaparoTCs 3aIyraThb )KEPTBY, HE J1aTh €11 OIIOMHUTBCS, I03TOMY Be/1yT HENTPEPbIBHBIN pa3roBop ¢ HEl
BILJIOTh JJO NOJTy4eHus JeHer. [locie Toro kak rpaxkJIaHuH OCTaBJIsET JEHbIU B YKa3aHHOM MeCTe WU
KOMY-TO UX IIepeJlaeT, eMy COOOIIAIOT, I OH MOXKET YBUIETh CBOETO POJCTBEHHMKA WJIM 3HAKOMOTO.

KAK ITOCTYTIATb B TAKOI CUTY ALIVIU:

ITepBoe u camoe ry1aBHOE NMPaBUJIO — IPEepBaTh Pa3rOBOP U MEPE3BOHUTH TOMY, O KOM HIET Peyb.
Ecim tesieoH OTKIIIOUEH, TOCTAPATECh CBA3AThCA C €r0 KOJUIETaMHU, APY3bsMU U POACTBEHHUKAMU
IJ1s1 yTOYHEeHUs! UH(opMauu. XoTsi OeClIOKOMCTBO 3a POJCTBEHHHMKA WM OJIM3KOro yesloBeKa
MeIlIaeT MBICTIUTD 3PaBo, ClieyeT [IOHUMATh: €C/IM HE3HAKOMBII 4esIoBeK 3BOHUT Bam u Tpedyer
NIPUBE3TH HA HEKUI aJipec AEHEeKHYI0 CyMMY — 3TO MOIIeHHHUK. Ecii Bbl osy4Ynim 3BOHOK OT SIKOOBI
OJM3KOrO POJICTBEHHHMKA MJIM 3HAKOMOTO C MH(OpMAIMER O TOM, YTO OH MOMajl B HEMPHUATHYIO
CHTYAalMIO, B Pe3yJIbTaTe KOTOPOW eMy IPO3HT BO30YKICHUE YTOJOBHOTIO JIENa, U €CIIU 3BOHSIINA
MIPOCUT TEPEAATh B3SATKY SKOObI COTPYAHUKY MTPABOOXPAHUTEIIbHBIX OPTaHOB, TOTOBOMY
YPETYJIMpOBaTh BOIIPOC, CJAELYET 3a1aTh YTOUHSIOLINE BOIIPOCHL: «A Kak A BRIIJIKY ?» win «Kornga u
IJIe Mbl BUJEJIUCh NIOCTIETHUIA pa3?», T.€. 3aaBaTh BOIIPOCH], OTBETHl HA KOTOPBIE 3HAETE TOJIBKO BbI
006a. Ecmu Bl pasroBapuBaete sIKOOBI C IPE/ICTaBUTENEM MPABOOXPAHUTENLHBIX OPraHOB, CIIPOCHTE,
U3 KaKoro oH ot/iesieHus nonuuuy. [Tocie 3BoHKa ciepyeT HaOpaTh «02», y3HaTh HOMEp A€XKYPHOU
YacTH JAHHOT'O OTAEJIEHUsI U TIOUHTEPECOBATHCS, AEUCTBUTEIBHO JIU POJCTBEHHUK UM 3HAKOMBbIN
AOCTaBJIEH TYAA.
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Vupaenenune «K» MBJ] P® oOpariaeT Bailie BHUMaHUE Ha TO, 9TO TpeOOBAaHUE B3SITKU SBJISETCS
MPECTYIUIEHUEM.

SMS-nipocb0a 0 moMoIIH

SMS-co00111eHr st TO3BOJISIIOT YIIPOCTUTh CXeMy oOMaHa 1o Tesnedony. TakoMmy BapraHTy
MOIIIEHHUYECTBA OCOOEHHO TPYJHO MPOTUBOCTOSITH MOKUJIBIM WM CIIUIIIKOM IOHBIM BJIaJIe/IbIIaM
TesiepoHOB. [JOMOTHUTENIBHYIO OTACHOCTb MPEICTABISIOT YIIPOCTUBIIMECS CXEMBbI IIEPEBO/IA ICHET Ha
CYET.

KAK 9TO OPITAHU30OBAHO:

AOOHEHT nojTyyaeT Ha MOOWJIbHBIH TestehoH coodieHue: «Y meHs npodiemsl, Kuab 900 pybreit Ha
9TOT HOMeP. MHe He 3BOHH, MEPE3BOHI0 caM». Hepeako 100aBisieTcss oOpalleHre «<MaMay, «IApyIr»
WJIU IpyTUe.

KAK TIOCTVYTIATDb B TAKOI CUTY ALINU:

[ToXuIbIM JTIOM, IETSIM U MOAPOCTKAM ClielyeT 0ObSCHUTD, YTO Ha SMS ¢ HE3HAKOMBIX HOMEPOB
pearupoBaTh HENb3s, 3TO MOTYT ObITh MOIICHHUKH.

TenedoHHbII HOMEp-TpaduTeNb. Pa3BuTHE TEXHOJIOTUI U CEPBUCOB MOOMIIBHOM CBSI3H YITPOIIAET
CXeMbl MOIIICHHUYECTBA.

KAK 9TO OPITAH1U30BAHO:

Bam npuxoaut SMS ¢ npocb00#l nepe3BOHUTH HA YKa3aHHBIA HOMEP MOOMJILHOTO TesiehoHa.
[Tpocsba MoxkeT ObITh 0OOCHOBAHA JII0OOH MPUYNHON — TIOMOILb APYTY, U3MEHEeHHe TapudOB CBSI3Y,
npo0seMBbl CO CBA3bIO WK ¢ Baieit 6aHkOBCKoM KapToi M Tak jaanee. [Tocne Toro kak Bel
nepesBaHuBaeTe, Bac nonro aepxar Ha muHuK. Korza sto Hagoenaer, Bol oTkiIouaerech — u
OKa3bIBaeTcs, 4To ¢ Bamero cuéra criicansl KpyIHbIE CYMMBI.

HA CAMOM JIEJIE TIPOUCXOIUT CJEIYIOIIEE:

CyniecTByIOT CEPBUCHI € ILIATHBIM 3BOHKOM. Yallle BCero aTo pa3BJleKaTe/IbHbIE CEPBUCHI, B KOTOPBIX
YCIIYTY OKa3bIBAIOTCSA IO TeJIE(POHY, ¥ JOMOJHUTEIBHO B3UMAETCs IUlaTa 3a caM 3BOHOK. Pekiama
TaKUX CEPBUCOB Bcerja MH(POPMUPYET O TOM, YTO 3BOHOK IUIATHbIA. MOIIIEHHUKN PErucTpUpyIOT
TAaKOH CEpBHC U PACIIPOCTPAHSIOT HOMEp 0e3 MpeynpeX/IeHNsI O CHATHH TIJIATh 32 3BOHOK.

KAK ITOCTYTIATb B TAKOI CUTY ALIVU:

Vnpasnenue «K» MBJ] P® HacToATe/IbHO COBETYET HE 3BOHUTD 110 HE3HAKOMBIM HOMEpPaM. ITO
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€IMHCTBEHHBIN CIIOCO0 00e30macuTh ceds1 OT Tene)OHHBIX MOIIIEHHUKOB.

Teuseonnbie BUPYCHI

Ouenb yacTo ucnosb3yercst hopmMa MOLUIEHHUYECTBA C UCIIO3b30BaHUEM Tesie(hOHHbIX BUpYcoB. Ha
TeseoH aDOHEHTa MPUXOAUT COOOIIeHUe Cieyonero Buaa: «Bam npunio MMS-coobmenue. s
TMOJIyYEHUsI POUIUTE MO CChUIKE...». [Ipy nepexo/ie no yKka3aHHOMY aapecy Ha TesiepoH
CKauMBaeTCsl BUPYC Y MIPOUCXOANUT CIIMCAHUE ACHEKHBIX CPEJICTB C BAIIIEro cYeTa.

Jpyroii Bu MommeHHYeCTBa BBINIANT Tak. [Ipu 3aka3e kakoi-1m00 yciayru yepes sikoObl
MOOMJIBHOTO OTEpaTOpa WM MPU CKAUMBAHUK MOOUJIBHOTO KOHTEHTa AOOHEHTY MPUXOAUT
npenynpeskaeHne Busa: «Bel coOnpaeTech OTIpaBUTh COOOIIEHHE HA KOPOTKUI HOMED ..., 1JIs1
NOATBEPKIEHUS OMEepaLluy, OTIpaBbTe coooiieHue ¢ udpoii 1, aas ormensl ¢ ugpoit 0». [pu
OTIpaBKe MOATBEPKAEHUS, CO CUeTa a0OHEHTa CITMCHIBAIOTCS JCHEKHbIE CPeACTBA. MOIIEHHUKN
UCTIOJIB3YIOT CIIEIUAIbHbIE TPOTrPAMMBbI, KOTOPBIE MTO3BOJISIOT ABTOMATHUECKH T€HEPUPOBATh THICSIH
Takux cooduiennid. Cpa3y mocJe nepeBoja ieHer Ha (pajbIIUBbIiA CYET OHM CHUMAIOTCS C TesieoHa.

He cneayer 3B0OHUTH IO HOMEPY, C KOTOPOTo OTHpasieH SMS — BIIoJIHE BO3MOKHO, YTO B TOM
citydae ¢ Baiero tenedona Oyer aBTOMaTUYECKH CHATA KPyITHas CyMMa.

CylecTByeT MHOKECTBO BADUAHTOB TAKUX MOIIEHHUYECTB. ByabTe OauTenbHbI!

Boiurpeli B jjoTepee
B cBazu ¢ IMPOBEACHUEM BCEBO3MOKHBIX PEKJIAMHBIX aKLIPIfI, J'IOTCpCfI nu pO3bIl"prH.ICfI, 0COOEHHO C
y4aCcTueM paﬂHOCTaHHHﬁ, MOIIEHHHUKH 9YaCTO MCHOJIb3YIOT UX JJIA IIPUKPBITUA CBOCﬁ OEATCJIbHOCTU U
oOmaHa JIoIen.

«Bbl mOGeIuIM, cOO0IMUTE KO KAPThl SKCIPECC-OIIaThl»

KapTO‘IKI/I IKCIIPECC-OIIIAThl YITPOCTUIIA TTPOLICAYPY 3aYNCIICHUA NCHEKHBIX CPEACTB HAa C‘IéT, HO
OOAHOBPEMEHHO U OTKPBIIM HOBBIE BO3BMOKHOCTHU IJ11 MOIIEHHHUKOB.

KAK 9TO OPI'’AHM30OBAHO:

Ha Bamm MmoOwTbHBINA TesieDOH 3BOHUT SAKOOBI BeLYIIMIA TOIMYJIAPHON paMOCTAHIIK U TIO3PABJIsET C
KPYIHBIM BBIUTPHILIEM B JIOTEpPEe, OPraHU30BAHHOU PaIMOCTAHIIMEN U OTIePaTOPOM

MOOMJIBHOM CBS3U. DTO MOKET ObITh TesIe(POH, HOYTOYK UM Aaxe aBTOMOOWIb. YTOOB! MOTYyYUTh
npu3, HEOOXOIUMO B TeUeHHE MUHYTHI I03BOHUTHCS HA PAJAUOCTAHITHIO.

[lepe3BoHMBIIIEMY A0OHEHTY OTBEYAET COTPYIHUK «ITPU30BOTO OT/IENIa» U MOJPOOHO 0OBACHSET
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yCJIOBUS UTPHI:
IIPOCUT NIPEACTABUTHCS U Ha3BaTh IO POXKIEHUS;
IPaMOTHO yOek/1aeT B YECTHOCTU aKIMK (HUKAKUX B3HOCOB, IEPEUTPOBOK U T.11.);

CIipaliBac€T, MOXKET JIN a0OHEHT MEPEBECTH HA CBOU HOMEP ACHEKHBIC CPEACTBA C KAPTHI IKCITPECC-
OIIAThI HA OIIPEACIIEHHYIO CYMMY |

OOBSICHSIET, YTO B TEUEHHE Yaca HEOOXOAUMO MOATOTOBUTh KAPThl SKCIIPECC-OIIATHI JIIOOTO
HOMMHAJIa Ha YKA3aHHYIO CyMMY U €llle pa3 Nepe3BOHUTH ISl PETUCTPALIMU U [IPUCBOEHUS
MEePCOHAILHOTO HOMeEpa MoOeAnTes1, COOOIaeT HOMEP, Ky1a HaJIo NePEe3BOHUTD;

MOSICHAET MOPS/IOK MOCIEAYIOIMX AeUcTBUM 11 oaydyeHus npusa: ¢ 10.00 o 20.00 Takoro-to
yrcia abOHEHTY HEOOXO0IMMO C MaclopToM, MOOMIIBHBIM TeJ1e(pOHOM M TPUCBOESHHBIM
MePCOHAILHBIM HOMEPOM TPUOBITh TI0 YKa3aHHOMY afpecy isi obOpMIIEHHS paIOCTHOTO COOBITHSI.

Ecnu no kakuM-To mpuunHaM aOOHEHT He CMOKET B TEUeHHUE Yaca KYIUTb IKCIPecc-KapTy, TO BCe
PaBHO JIOJIKEH MMO3BOHUTH [IJI51 COIJIACOBAHUS JAJILHENIINUX JIEACTBUM.

3areM MOIIEHHUK OOBSICHSET MOPSAOK aKTUBALIMK KapT: CTEPETh 3alUTHBINA CJION; TO3BOHUTD B
NIPU30BOM OT/IENT; IPY MEPEKTIOUYSHUH Ha OllepaTopa — COOOLIUTh CBOM KOJIBI. SIKOOBI orepaTop ux
AKTUBHMPYET Ha HOMEp aOOHEHTa, a MPU30BOM OT/IENI KOHTPOJIMPYET MPABUIBHOCTD €ro AeWCTBUM,
TI0CJIE Yero MpUCBauBaeT eMy MEePCOHAbHBII HOMED, C KOTOPBIM «II0OEUTENb» J0JIKEH €XaTh 3a
IIPU3OM.

Ho ecnu Bbl npeyioxkute caMoCTOsTEIbHO aKTUBMPOBATH KAPThl HA CBOM HOMEP M MpUeXath C
JOKa3aTeIbHbIMU JIOKYMEHTaMH U3 COTOBOW KOMIIAHUU, TO 3TO OOBSABAT HAPYIIEHUEM MPaBUII
PEKJIaMOi aKIUH.

Ncnoub3yrOTcsi M Apyrue BapuaHThl MOIEHHUYECTBA.

Bam Mo’keT mOCTyNUTh 3BOHOK OT SIKOOBI MPEICTABUTEJS Ballleld COTOBOW KOMITAHUM, KOTOPbIN
IIPEAJIOKUT MOMOJHUTH CYET KapTOUYKOM 3Kcrpecc-omatel. Ho mpexe yem coBeplmTh omary, Bel
JOJDKHBL Oyaete cooOmuTh onepatopy JuuHblii [TMH-ko/, nepe3BoHUB Ha ONpe/ieIeHHbI HOMEp.

HA CAMOM JIEJIE TIPOUCXOOUT CJIEAVIOIIEE:

3aJaya MOUIEHHUKOB — BBIHYJUTh Bac KynuTh KapThl 9KCIIPECC-OIUIaThl HA KPYITHYIO CYMMY U
COOOIIUTDH JIMYHBIA KOJ C 3THX KapT. DTO MO3BOJMT 3/I0YMBIIILIEHHUKAM IIPUCBOUTH CPEJICTBA C ITHX
kapt. Ilpus u «nodega» — npuMaHKa, MPU3BAHHAS YCHITUTh Ballle BHUMAaHUE U OJUTEIbHOCTb.
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KAK TIOCTVYTIATb B TAKOI CUTY ALINU:

VYnpasnenne «K» MBIl P® HannoMuHaeT, 4TO aKTUBUPOBATh KAPTOUKU IKCIIPECC-OILIATHI CIeTyeT
VICKJIIOYUTENIBHO YEPE3 CHELMAIbHBIN KOPOTKUI HOMEDP, YKa3aHHBIM Ha KApPTOUKE, a JIMYHBIN KOJL
HUKOMY HHUKOTI'JIa HE cOO0IIaeTcsl.

Bcé 3to YKa3aHO Ha KapTe 3KCIPECC-OIIAThl — U B IIEPBYIO OUYEPEAb HAJO0 CJIEA0BATH 9TUM IIpaBUJIaM.

Ecimu Bam noctynuiio npejioskeHue OT paguoCTaHIIMM aKTUBUPOBATh KAPTOUKH IKCIIEPEC-OIIaThl —
He BepbTe. PagroctaHiimy HUKOrIa He TpeOYIOT aKTUBUPOBATh KAPTOUYKHU IKCIIPECC-OILIATH ITPH
IIPOBE/IEHUH JIOTEPEU.

«Bpl BIMTpain MallIMHY, HYKHbI JEHbIU JJ151 €€ 0(pOpMIICHUSI»

Brrpsii npuza MOKET CTaTh HE TOJBKO IPUMAHKOM, HO U TIOBOIOM 3aTpe0oBaTh NepeunCIIeHUs
KPYITHBIX JEHEXHBIX CPEJCTB A/ O(pOPMJIEHUS HYKHBIX JOKYMEHTOB.

KAK 9TO OPI'TAH1U30OBAHO:

Ha Bam moOuiibHBIA Tesie(hOH — Kak MpaBUJIO, B HOUHOE BpeMs — IpuxoauT SMS-cooblieHue, B
KOTOPOM I'OBOPHTCS O TOM, UTO B pe3yJbTaTe MPOBEAEHHOM JJoTeper Bbl BHIMTpain aBTOMOOUIIb.
Yamie Bcero 3to Audi A6, HO yIIOMUHAIOTCA U IPyrvie U3BECTHbIE MHOCTPAHHBIE MOJEIN U MAPKHU.

,H)'IH YTOUYHEHUSA BCEX ,HeTaJ'IefI Bac MMpOCAT ITOCETUTD OHpeHCHCHHLIfI CalT ¥ O3HAKOMMTBLCS C
YCJIOBUAMM aKIIUMU 700 TTO3BOHUTH I10 OJHOMY M3 YKa3aHHBIX TGJIG(l)OHHbIX HOMEPOB.

Bo Bpems pa3roBopa MOIIEHHUKH COOOIAIOT O TOM, YTO HAJI0 BBITIOJIHUTH HEOOXOJUMBbIE
(bopMasTbHOCTH: YIIATUTH TOCHIONUIUHY U OPOPMUTH HEOOXOAUMbIE TOKYMEHTBI. [IJ1s1 3TOro
HEOOXOIMMO TIEPEYNCIUTh Ha CYEeT CBOEro MOOWIbHOTO Testedona 30 Teicsa pyoiei, a 3aTem
HaOpaTh onpeaeaeHHy0 KOMOUHAIMIO 1U(P ¥ CUMBOJIOB SIKOOBI JIJIs TPOBEPKH MOCTYIUICHHUS IeHer
Ha CYET U NIOJIYYCHUA «KOAAa PETUCTPALN> .

HA CAMOM JIEJIE TIPOUCXOOUT CJIEAVIOIIEE:

KomOunanus mudp 1 cuMBOJIOB, KOTOpYI0 Bbl HaOupaeTte, Ha caMoM jieie SIBJISIETCS KOJIOM,
6n1arogapsi KOTOPOMY 37I0YMBIITUIEHHUKY MOIYYaloT JIOCTYII K MEpPeYrcieHHbIM cpeacTBaM. Kak
TOJIbKO KOJ HaOpaH, cueT OOHYJISIETCs], & MOIIEHHUKU UCYE3ai0T B HEM3BECTHOM HAIPaBJICHHH.

KAK TIOCTVYTIATb B TAKOI CUTY ALINU:

VYupasnenue «K» MBIl P® npenynpexaaer: ecau Bol y3HauM o MpoBEAEHUH JIOTEPEU TOJIBKO B
MOMEHT «BBIMT'PBIILIA», U ITIPU 3TOM paHee Bpl He 3aMoJIHsAIM 3a5BKY Ha y4acTHE B HEM M HUKAaK He

© 2024 Crencrsennoe ynpasnenue Crencrsenroro komurera Poccuiickoit ®eneparmn o Yeuernckoii PecyOimke

6/20



OdHuManbHLBIH caiiT

ClireJICTBEHHOE yIIpaBJICHHE
Cnencrsennoro komurtera Poccuiickoi Meyiepanmm
no Yeuenckoit Pecnybnuke

MOATBEPIK/IAJIM CBOE yYacTHe B PO3BITPHIIIE, TO, BEpOsiTHEE BCero, Bac meITaloTcsi 0OMaHyTh.
OdopmieHne JOKYMEHTOB 1 y4acTHe B TAKUX JIOTepPesiX HUKOTJa He TIPOBOJUTCS TOJIBKO IO
tesnedony u HTepHeTy.

IIpocToii Ko/ OT oneparopa cBA3M
KAK 3TO OPTAHU30BAHO:
Bam noctynaet 3B0HOK 1100 npuxoaut SMS-coobiieHre sKoObl OT COTPYJHHUKA CITYKOBI
TEXHUUECKOH noaaep:kku Bamero onepatopa MoOmibHON cBsi3u. OOOCHOBAaHMSI STOTO 3BOHKA WJIH
SMS MoryT ObITh CAMBIMU Pa3HBIMU:
NpeAJIoKEHNE OAKIIOUUTh HOBYIO SKCKJIO3UBHYIO YCIIYTY;
IJ1s1 IepeperucTpaliy Bo 30eKaHue OTKIIIOUEHHUs CBS3H U3-32 TEXHUYECKOro cOos;
IJIs1 YJTy4IlIeHHs] KauecTBa CBS3H;
auid 3amuThl o1 CITAM-paccbuiky;

MPEIJIOKCHUEC IPUHATD YYAaCTHUE B AKIIMU OT BalICro COTOBOI'O orieparopa.

Bawm npepnaraercst HabpaTh O[] TUKTOBKY KOJ WK coodieHne SMS, KoTopoe MOAKTIOYUT HOBYIO
YCIIYTY, YAYYIIAT KAYeCTBO CBSI3U U T.I1.

HA CAMOM JEJIE ITPOUCXOINT CJIENYIOHIEE:

Kop, xoTopsiii Bam nipeijiokar OTIpaBHUTh, ABJISETCS KOMOUHALIMEH [T OCYIIIECTBIICHUS
MOOMJIBHOTO TIEpeBO/Ia IEHEXKHBIX CPEACTB CO cueTa aDOHEHTa Ha CYeT 3JI0yMbIIUIEHHUKOB. Kak
TOJIbKO BBI ero Habepéte, Bam cuér O6yner onycroméH. Hukakas ycimyra He OyJeT MojKJIioYeHa.

KAK ITOCTYTIATb B TAKOI CUTY ALIVU:

Vnpagnenne «K» MBIl P® obpaniaer Baie BHUMaHMe, 4TO JII00asi yIpoIIEHHAs TPOIieypa
M3MEHEeHUs TapuHBIX IJIAHOB BHIMJISAUT 110103puTeNibHO. He nenuTtech nepe3BaHUMBaATh CBOEMY
MOOWMJIbBHOMY OTIepaTopy JUIsl yTOUHEHHsI YCIOBH.

SMS-coobmennst MOryT ObITh CaMbIMU pa3HbIMU. CoBeTyeM BaMm KpUTHYeCKH OTHOCHUTBCS K TAKUM
COOOIIEHUSIM U HE CTIEIIUTb BBITIOJIHUTD TO, O YeM MpocsT. Jlyullie o3BOHUTE ONEPATOPY CBA3H,
y3HaiTe, Kakas CyMMa CIHUIIETCS ¢ Balllero cueTa npu oTrnpaske SMS niy 3BOHKe Ha yKa3aHHBIA
HOMED, 3aTeM coo0IuTe O npuieaeil Ha Bam tenedon nungopmanun. Oneparop onpeaesuT Toro,
KTO OTIpaBJIsieT 3T SMS 1 3a0JIOKMpYET ero akKayHr.
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IIITpacdHbIe CAaHKIUU 1 YTPO3a OTKJIIYEHUSI HOMepa
KAK 3TO OPTAHA30BAHO:

3I0yMBIIIIIEHHUK MPECTaBIISIETCS] COTPYAHUKOM CITYKObI TEXHUUECKOH MOJJIEPKKH orneparopa
MOOWJIBHOM CBSI3W U COOOIIAET, YTO MPOU30IILIO HAPYILIEHHE YCIIOBUIA JOTOBOpA:

aOOHEHT CMEHWJT Tapr(bHbII TUIaH, HE OTIOBECTHB OIEpaTopa;

HE BHEC CBOEBPEMEHHO OILIaTY;

BOCITOJIb30BAJICS YCIIyTaMU pOyMUHTA Oe3 TIpeIypexIeHUs U TaK jajee.

YroObl peJOTBpATUTh OTKIIIOUEHHE HOMepa, Bam nipearaercs:

KYIUTH KaPThl IKCIPECC-OIUIATHI M COOOIIUTD X KOJIbI;

MepeBeCTH Ha CBOM HOMEp CymMMy mTpada u HaOpaTh KOJI;

MEPEBECTH CPEJCTBA HA YKA3aHHBII HOMED.

[Toce aToro Bel IKOOBI CMOXeETe JOKa3aTh CBOI0 HEBUHOBHOCTh U TIPY 3TOM COXPAHUTE CBOM HOMEP.
HA CAMOM JEJIE ITPOUCXOOUT CJIEAYIOHIEE:

[Tonp3ysch Tem, uTo TenaedoH BaM HykeH NOCTOSIHHO U NIOTEPsl HOMepa MOKET cTaTh Jis Bac
KPUTUYECKOM, MOIIIEHHUK 3armyruBaeT Bac. B pe3ysbrare oH nosyyaeT BO3MOKHOCTb IPUCBOUTH ceOe
Barmm cpeznctBa — ¢ KapT 9KCIpecc-oriaThl JIMOO HApsIMYIO O Cu€Ta TesedoHa.

KAK ITOCTYTIATb B TAKOI CUTY ALIVU:

Vnpagnenne «K» MBJ] P® pekomeHyeT nepe3BaHNBAaTh CBOEMY MOOMIBHOMY OIIEpaTopy IUIst
YTOUHEHMS YCIOBUA.

[TomuuTe, uTO y Bac, kak y nmorpeduresist yciyr CBs3H, €CTh IIPaBa, KOTOPbIE 3aIMIIAIOTCS 3aKOHOM.

Hukaxoii oriepaTop cBsI31 He MOKeT TpeOOBaTh BHILIAYMBATH eMy mTpadbl 10 TEX MOp, Moka Bara
BUHA He Oy/IeT JOoKa3aHa.

O1mm6ouHbIi EepeBO CPEICTB

KAK 9TO OPI'TAH1U30OBAHO:
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Bam npuxoaut SMS-coo0iieHne o MoCTyIUIEH|H CPEJICTB Ha CYET, MEPEBEICHHBIX C MIOMOIIIBIO
yciyru «MoOUIbHBIA TIepeBo1» MO0 ¢ TepMUHaJa oruiat yciayr. Cpasy mocie 3Toro noctynaer
3BOHOK, 1 Bam coo6miaior, uto Ha Bai cyer omm604HO niepeBeIeHbl ISHbIM U MPOCST BEPHYTh UX
00paTHO TeM ke «MOOWIBHBIM NIEPEBOIOM» JINOO MEPEBECTU Ha «IIPABUJIbHBII» HOMep. Bbl
NIEPEBO/IUTE, [IOCTIE YEro TaKasl e CyMMa CIMChIBaeTcs ¢ Baiero cuéra.

HA CAMOM JIEJIE TIPOUCXOOUT CJIEAVIOIIEE:

YroObl BO BTOPOU pa3 crmcath cymMMy ¢ Barrero cuéra, 370yMBIIIITIEHHUK UCHIONB3YET Y€K, BhIIAHHBIN
npu nepeBozie aeHer. OH oOpalnaeTcs K ornepaTopy ¢ 3asBjeHHeM 00 OIMOOYHOM BHECEHUH CPEJICTB
Y MPOCHOOH MEePEeBECTH UX Ha CBOM HOMEP.

To ecTb nepBbId pa3 Bl epeBoguTe JEHBIM MO €r0 MPOChOe, a BO BTOPOM pa3 OH MOJIyYaeT Ux 1o
IpaBUJIaM BO3BpaTa CpeJICTB.

KAK ITOCTYTIATb B TAKOI CUTY ALIVIU:

Vnpagnenne «K» MBJ] P® coBeryer Bam He nogaBatecst Ha oomaH. Eciin Bac nipocsT nepeBectu
SIKOOBI OIIMOOYHO NEPEBEAEHHYI0 CYMMY, HATIOMHUTE, YTO AJIs1 9TOro UcIoib3yeTcs 4ek. OTroBopka,
YTO «YeK MOTEPSH» CKOPEe BCEro CBUIETEIbCTBYET O TOM, UTO ¢ BaMu 0011aeTcss MOIIEHHUK.

Hoctyn kK SMS 1 3BOHKam

MHorue moau X0Ts Obl pa3 B JKM3HU UCIIBITHIBAIM JIIOOOIBITCTBO IO OTHOIIEHUIO K YaCTHOW XKU3HH
CBOMX POJICTBEHHUKOB M 3HAKOMbIX. MOOWIbHAS CBSA3b, PUKCUPYsT SMS U 3BOHKH, IAET JTOKHOE
OILYIIEHUE, YTO KaXK/Iblii MOXKET CTaTh IIMMOHOM. Y MOIIIEHHUKY MOJIb3YIOTCS STUM.

KAK 9TO OPI'TAH1U30OBAHO:

B UnTtepHeTe v npecce myoJuKyeTcst 00bsIBJICHHE, B KOTOpoM BaMm mipeyiaraercs u3y4urthb
coaepxanue SMS-cooOIIeH i M CIMCOK BXOJAIIMX M UCXOISAIIMX 3BOHKOB MHTEpecyloliero Bac
aboneHTa. 1)1 3TOro HEOOXOAMMO OTIPABUTH coodIIeHue ctomMocTthio oT 10 10 30 pyo. Ha
yKa3aHHbBIF KOPOTKUI HOMEp U BITUCATh B MpeaiaraemMyio (popmy Homep TenedoHa abOHEeHTa.

HA CAMOM JIEJIE TIPOUCXOOUT CJIEAVIOIIEE:

[Tocne Toro kak Bel otipaBute SMS, ¢ Baiiiero cyera cruiercsi cymma HaMHOTO OOJIbITIEe TOM, YTO
OblTa yka3aHa MoreHHuKamu — 1o 500 py6reit. Pazymeercs, untepecyromas Bac nndopmanms tak u
HE MOCTYIaerT.

HpI/I 3TOM OOJILIITMHCTBO MOCTpagaBIINX HE 06pama10TC}1 B ITIOJIMIIUIO, HE KEJlasd IPU3HABATLCA B
KEJIAaHUH INIMAOHUTDL 3a APYT'UMH JIIOAbMU. B peE3yJIbTaT€ MOIICHHUKHN OCTAI0TCA Oe3HaKa3aHHBIMU.
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KAK TIOCTVYTIATb B TAKOI CUTY ALINU:

Vupasnenue «K» MB/I Poccun npenynpe:xaaet: npeniokeHue o NpeoCcTaBIeHNH JaHHON YCIIyTH
ABJISIETCA MOLIEHHUYECTBOM, TaK KaK TakKas yCayra MOXKET OKa3blBaTbCsl UCKJIIOUUTEIBHO
OIepaTOpaMu COTOBOM CBSI3U U B YCTAaHOBJIEHHOM 3aKOHOM Hopsjke!

MOHIEHHUYECTBA C BAHKOBCKNUMMU KAPTAMUA

bankoBckas KapTa — 3TO UHCTPYMEHT [JId COBCPLICHUA IJIaTexel u AOCTYIIa K HAJIMYHBIM CPEACTBAM
Ha CU€Te, He Tpe6y101u1/1171 JJIL 3TOI'O MPUCYTCTBUA B oanke. Ho IMpOCTOTAa HUCIIOJIb30BAHU A OaHKOBCKHX
KapT OCTAaBJIACT MHOXKECTBO JIA3€CK 1JI1 MOILICHHUKOB.

KAK 9TO OPI'TAHU30OBAHO:

Bam npuxoaut coobieHre o ToM, uTo Baia 6aHkoBckast kapra 3abiaokuposaHa. [Ipeniaraercs
OecrIaTHO TTO3BOHUTH HA OMpe/IeIEHHbIA HOMEep VISl IOy YeHUs TIOIpOOHON MH(POPMAIIUH.

Korza Boi 3BoHMTE 110 yKa3zaHHOMY TelieoHy, Bam cooOImaT o ToM, 4To Ha cepBepe, OTBeUaloIeM
3a 00CITy:KUBaHKME KapThI, TPOU3OIIIENT COOM, a 3aTeM MPOCAT cooOuUTh HoMep KapThl 1 [TMH-kop
JUIS1 €€ TIepEPErucTpariu.

HA CAMOM JEJIE ITPOUCXOINT CJIENYIOHIEE:

YroOsl orpaduth Bac, 3m0yMbllIeHHIKaM Hy)eH Juiib HoMmep Bameit kaptel u [IMH-koa. Kak
TOJIbKO BbI X cooOmmre, neHbru OyayT CHATH ¢ Baiiero cuera.

KAK TIOCTVYTIATb B TAKOI CUTY ALINU:

Vupaenenue «K» MBJ] P® npenynpesxaaer: He TOPOIUTECh COOOMIATh PEKBU3UTHI Baled KapTel! Hu
OJIHA OpraHM3aIs, BKIoJas 0aHK, He BrpaBe Tpedopats Bam [TMH-koxa! 1151 Toro, 4To0s!
MPOBEPUTH MOCTYMUBIITYIO MH(POPMALIUIO O OJIOKUPOBAHUY KapThl, HEOOXOAUMO IMO3BOHUTH B
KJIMEHTCKYIO CITy KOy rmojyiepxkku 0anka. Ckopee Bcero, Bam oTBeTsT, 4TO HUKaKUX cOOEB Ha
cepBepe He MPOUCXOAWNIO, a Bara kapra npoosskaer 00CIyKUBAThCS OAHKOM.

BaaneabnaM miacTUKOBBIX 0aHKOBCKHX KapT
Kak 3alIUTUTBHCA OT MOILIEHHUKOB
B MOoCJIEAHEE BpEMA Ha6J'IIOIIaCTCH POCT 9HrClia CJ1y4acB MOIICHHUYECCTBA C IIJIACTUKOBBIMA KapTaMH.

Vnpasienue «K» MBIl P® pekomenayeT BceM BiiaJesbliam IUIACTUKOBBIX KapT CJI€10BATh MTPaBUIaM
0€e30aCHOCTH:
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IINH-KO/ - KJIIOY K BAIIIUM JTEHbI'AM

Hukorna u Hukomy He cooOmaiire [IMH-kon Bamieit kapTsr.

Jlydie Bcero ero 3artOMHUTb.

OtHocutech k [TMH-koay Kak K K104y OT ceiida ¢ BallMMu CpeICTBAMU.

Henp3s xpanuts [ITMH-kox psitom ¢ kapToit u Tem 6osiee 3anuckiBaTh [IMH-k01 Ha HE€ — B 3TOM
ciyvae Bel qaxke He ycrieete 00e30MacHTh CBOHM CUET, 3a0JJOKMPOBAB KapTy MOCIE KPakKH WIH yTEPH.

BAIITIA KAPTA - TOJIBKO BAIIIA

He no3BossiiiTe HUKOMY MCIIOJIb30BaTh Ballly M1acTUKOBYIO KapTy — 9TO BCE paBHO YTO OT/AATh CBOM
KOUIEJEK, HE IEPECUUTHIBAS CYMMY B HEM.

HHU V KOI'O HET ITPABA TPEBOBATD BAIII ITNH-KO/]

Ecar Bam no3BoHWIM U3 Kakou-JIMO0 OpraHu3alvu, Wi Bbl MOTy4niIv MUChbMO IO I€KTPOHHOM
noure (B TOM 4uciie U3 0aHKa) ¢ MPOckOO cOOOMMUTh peKBU3UTH KapThl 1 [TMH-kox nox
pa3IMYHBIMU IPEJIOraMu, He CIIelInTe €€ BHIIOIHATh. [I03BOHNUTE B yKa3aHHYI0 OPraHU3alMIo U
cooO1muTe 0 JaHHOM akTe. He nepexonure o ykazaHHbIM B IIUCbME CChUIKAM, IIOCKOJIbKY OHU
MOTYT BECTU Ha cailTbl-1BOMHUKU. [lomHuTe: xpanenue peksusuros u [IMH-kona B TaiiHe — 310
Baiia oTBETCTBEHHOCTD U O0SI3aHHOCTb.

HEME/IJIEHHO BJIOKUPYUTE KAPTY IIPU EE VTEPE

Ecnu Bel yrpatuimm KapTy, CpOYHO CBSIKUTECH C OAHKOM, BBIIABIIAM €€, COOOLIUTE O CYYUBIIEMCS 1
cleyiTe MHCTPYKLIUSAM COTPYyAHMKA OaHKa. [{is aToro nepxwure tenaedoH OaHKa B 3aNMCHOW KHUKKE
WM B CIICKE KOHTAKTOB Barero MoouibHOTO TesedoHa.

MOJIb3YHUTECH 3ANIUIIEHHBIMA BAHKOMATAMHA

I[Tpu npoBeeHIK OTiepalrii C KAPTOM MOJb3YHTECh TOJIBKO TEMU OaHKOMATaMH, KOTOpbIE
PacIoIoKeHbI B O€30IMacHBIX MeCcTaxX U 000PYIOBAHBI CUCTEMOW BUACOHAOMIOIEH!S M OXPAHOU: B
rOCY/IapCTBEHHBIX YUPEKIEHHUSIX, OaHKAX, KPYITHBIX TOPrOBBIX IIEHTPax U T.JI.

FpaxcaaHe, MOJIb3YIoHmuecda OaHKoOMaTaMu Oe3 BI/II[COHa6J'IIO,I[eHI/IH, MOT'YT IOABEPIrHYTHCA
HalmaJACHUAM 3JIOYMBIIIJICHHUKOB.

OITACAMTECH IOCTOPOHHUX
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Cogepinasi orepaiyy ¢ IIaCTUKOBOM KapTOH, CIIeANTe, YTOOBI PSIOM He ObLIIO TIOCTOPOHHMX JIIOJCH.
Ecnu 5T0 HEeBO3MOXKHO, CHUMUTE JIEHBI'M C KAPThI TIO33Ke JIMOO0 BOCIOIB3YUTECH IPYTHMM OAaHKOMATOM.
Habupas [TMH-kop, NpUKphIBaiiTe KJIABUATYPY PYKOM.

PexBusutsl 1 mobas mpoyast HHPOPMAIUS O TOM, CKOJIBKO CpeICTB Bbl CHsM 1 Kakue nudpbi
BBOJWJIA B OAHKOMAT, MOTYT OBITh UCIIOJIb30BAHBI MOIIIEHHUKAMH.

BAHKOMAT JOJI’KEH BbITb «<4YUCTBIM»

OOparaiiTe BHUMaHUE Ha KapTOIPUEMHUK U KJ1aBUaTypy 6aHkomara. Eciii oHun 060pyjoBaHbI
KaKMMU-JIMOO0 JOMOJTHUTEIbHBIMHA YCTPOMCTBAMH, TO OT UCIOJIb30BAHMUS JAHHOTO OaHKOMATa JIydile
BO3/I€PKAThCS U COOOIUTH O CBOMX MOJO3PEHMSX 110 YKa3aHHOMY Ha HEM Tese]oHy.

BAHKOMAT JOJI’KEH BbITbh ITIOJIHOCTBIO UCITPABHBIM

B clIy4dae HCKOppCKTHOfI p8.60TI>I OaHKOMAaTa — €CJIM OH A0JIT0€ BPEMA HAXOOUTCA B PEKUME
OXMUOaHUA NI CaMOIIPOU3BOJIbHO NIEPE3ArPYKACTCA — OTKAKHUTECH OT €ro UCITOJIb30BAHUA. Benuka
BEPOATHOCTL TOI'O, YTO OH NEPETIPOrpaMMUPOBAH 3JIOYMbIIIJICHHUKAMU.

COBETYHUTECDH TOJIBKO C BAHKOM

Hukorzaa ve npuderaiite K oMoy MO0 COBETaM TPETHHX JIMI] ITPU MPOBEICHUH OTIepaluii ¢
OaHKOBCKOM KapToi B OankoMmartax. CBspkuTech ¢ Bammm 6aHKOM — OH 00513aH MPeJOCTaBUTD
KOHCYJIbTAIIMOHHBIE YCIIYTH N0 padoTe C KapTOu.

HE JIOBEPSIVITE KAPTY O®UIIUAHTAM U ITPOIABIIAM

B ToproBeIx Toukax, pecropaHax u Kade Bce AeicTBUA ¢ Bareil naacTMKoBOM KapToil JOJIKHBI
MpOUCXOJUTh B Bamiem npucyrctBumn. B npoTMBHOM cilyyae MOILIEHHUKH MOTYT HOJY4YUTh
PEKBU3UTHI Baiel KapTel Ipy MOMOIIM CHELMAIbHBIX YCTPOUCTB M UCHOJIB30BaTh UX B JaJIbHEHIIEM
IJ1l U3TOTOBJICHUS TIOJIENIKH.

INPABUJIA TIOBEJAEHUA B UHTEPHETE

3anura oT BpeJJ0OHOCHBIX IPOrpamMm

MHTepHeT Ha3bIBalOT «MUPOM HOBBIX BO3MOKHOCTEW». HO TeM, KTO TOJIbKO IPUILEN B 3TOT MUP,
cllefyeT BeCTH ceOsi OCTOPOKHO M CTPOro ClieloBaTh npasuiam nosejenus B Ceru. Kak u B
peanbHOM Mupe, B VIHTEpHETE JeiicTBYEeT MHOKECTBO MOIUIEHHUKOB U MPOCTO XYJIUTAHOB, KOTOPBIE
CO3JAI0T U 3aIyCKaIOT BPEJOHOCHBIE IIPOTrPAMMBI.
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Vnpasnenue «K» MBIl P® nanomMuHaeT: 17151 3a1UTHl OJIb30BaTENIel OT BPEJOHOCHBIX MPOrpaMm
pa3paboTaHO MHOXECTBO JAEWCTBEHHBIX KOHTpMep. Haio muib 3HaTh UX ¥ CBOEBPEMEHHO
HCIIOJIb30BATh.

Buabl Bpe0OHOCHBIX IPOTrPaMm

BpenoHocHble mporpamMMel — J11000€ MporpaMMHoOe oOecTieueHre, KOTopoe MpeIHa3HauYeHo s
CKPBITHOTO (HE CAaHKIITMOHMPOBAHHOTO) OCTYIIA K TIEPCOHAJIBHOMY KOMIIBIOTEPY C IIEJIbI0 XUIIEHHS
KOH(pUIEHIMATBHBIX JAHHBIX, a TAKKe JIJIs1 HAHECEHUsI JIIOO0ro Bujia yiiepoa, CBA3aHHOTO C €ro
UCIIOJTb30BAaHUEM.

Bce BpeioHOCHBIE ITPOrpaMMbl HEPEAKO HA3BIBAIOT OHMM OOIIMM CJIOBOM «BHpYChl». Ha camom nene
BPEIOHOCHBIE TPOTPAMMBbI MOKHO Pa3fieUTh Ha TPU I'PYIIIbL:

KOMIIbIOTEPHBIE BUPYCHI;
CETEBbIEC YEPBU;
TPOSIHCKUE TIPOTPAMMBI.

KOMHI)IOTepHI)IC BUPYCHI — 3TO MMPOrpaMmbl, KOTOPbLIC YMCIOT Pa3MHOKATbCA U BHEAPATH CBOWU KOITUU
B JIPyTUe MPOrPaMMBl, T. €. 3apakaTh yxke cymecTByomme daiibl. OOBIYHO TO UCTIONHSEMbIE
(aiinbl (*.exe, *.com) WM paisbl, coaepxaiue Makponporenypsl (*.doc, *.xls), KoTopbie B
pe3yJibTaTe 3apakeHusi CTAHOBSITCS BPEJOHOCHBIMHU.

KommnbloTepHble BUpYCHI CYLIECTBYIOT JaBHO. B nociieiHee ke Bpems, Korja KOMITbIOTEPbI CTAIN
00BEAMHATH B KOMIBIOTEPHBIE CETHU, MOJKII0YATh K IHTEpHETY, B JONOJIHEHHUE K TPaJIUIIMOHHBIM
KOMIIBIOTEPHBIM BUPYCaM MOSBUJINUCH BPEJOHOCHBIE IIPOrPaMMbl HOBOT'O THIIA: CETEBBIE YEPBU U
TPOSIHCKUE TIPOTPAMMBI.

CerteBble UEpPBU — 3TO BPEJOHOCHBIE ITPOrPaMMBbl, KOTOPBIE PAa3MHOKAIOTCS, HO HE SIBJISIIOTCS 4acCThIO
apyrux (anioB, MpeacTaBiisisi coOOW caMocTosTeNbHbIe (haiibl. CeTeBble YepBU MOTYT
pacrpoCTpaHAThCA 10 JIOKAIbHBI ceTAM U MHTepHeTy (Hanpumep, yepe3 3JEKTPOHHYIO MOUTY).
OcoOeHHOCTh YepBer — Upe3BbIYaHO OBICTPOE «pa3MHOKeHHe». YepBb Oe3 Barero BegomMa Moxer,
HarpuMep, OTIPABUTh «YEPBUBBIE» COOOIIEHUSI BCEM PECIOHIEHTaM, a/ipeca KOTOPbIX UMEIOTCS B
ajpecHoil kuure Bareit moutoBoil nporpammsl. [ToMmuMo 3arpy3ku cetu B pe3ysibTare
JIABUHOOOPA3HOro PacHpOCTPaHEHUs1, CETeBbIE YEPBU CIIOCOOHBI BHIIIOJHSTH ONACHBIE AEUCTBUSI.

TposiHCKHE TPOrpaMMBbl HE Pa3MHOKAIOTCA U HE PACCHLIAIOTCA CaMU, OHUM HUYErO HEe YHUUYTOXKAIOT Ha
BallleM KOMIIbIOTEPE, OJHAKO MOCIEICTBUS OT UX JEATEIIbHOCTH MOTYT OKa3aThCsl CaMbIMU
HEMPHUATHBIMU U OIIYTUMBIMU. 3a/1aua TPOSIHCKOUM MPOrpaMMbl — 0OECIIEUHTh 3/I0YMbIIUICHHUKY
JOCTYyI K Bamemy KOoMIbIOTEPY M BO3MOXKHOCTb YIPaBJIeHUs UM. Bce 3T0 MpoucxoanuT O4eHb
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He3aMeTHO, 0e3 3(peKTHBIX MposiBiieHui. [TpocTo ogHax e Baia yacTHas nepenucka MoXeT ObITh
ory6yimkoBaHa B MIHTepHeTe, BaxxHast OuzHec-MH(OpPMaIIUs MpoJaHa KOHKypeHTaM, a OajiaHC
JIMIIEBOTO CUeTa y MHTePHET-TIPOBaiiepa WK B JIEKTPOHHBIX TUIATEKHBIX CUCTEMaX HEOKUJAaHHO
OKa)XETCsI HYJIEBBIM MJIM OTPUIIATEITbHBIM.

Be3onacHoe ucnoJjib30BaHne BJIeKTPOHHOﬁ MOYTbI

SBnssACH y1OOHBIM BUJIOM CBSI3U, KaK JIMYHOM, TaK U JIEJI0OBOH, JIEKTPOHHAS IOYTA OCTAETCS OJHUM
U3 CaMbIX TOMYJISIPHBIX CIIOCOOOB PACIpPOCTPaHEHHs BPEJOHOCHBIX Iporpamm B VIHTEpHETE.

OObIuHOE COOOIIIeHUE JIEKTPOHHOM IMOYTHI — 9TO MPOCTO TEKCT, CaM 10 ce0e OH He MOXKeT ObITh
omaceH. Ho k coo01eHnio MOKHO MPUKPENUTh (paiis, Ha3biBaeMbli (paiiioM BIOKEHUS WK (paiiioM
MIPUCOEIUHEHU S, KOTOPbIH BIIOJIHE MOXKET OKa3aThCsl BPEJAOHOCHOM MPOTrPaMMOi UM 3apakE€HHBIM
BUPYCOM (paitjiom.

TAKTHUKA BOPbEbI C BPEJOHOCHBIMU ITPOI' PAMMAMUN

BpenoHocHbIE TporpaMMbl cpadaThIBAIOT MpH 3armycke Ha Bamem kommbioTepe. TakTrka 60pbObI C
HUMH JIOCTATOYHO IIPOCTA:

HE IO0IIyCKaTb, YTOOBI BPE€AOHOCHBIC ITPOrpaMMBI ITOIIagaii Ha Bam KOMIIBIOTEP;
ecnu oHU K BaMm Bce-Takmu MomaJrv, HA B KOEM CJIy4a€ HE 3allyCKaThb UX;

€CJI OHU BCE K€ 3aIyCTHIUCh, TO IPUHSATH MEPBI, YTOOBI, IO BOZMOKHOCTH, OHU HE TIPUYMHILIIH
yiepoa.

KAK YBEPEYbHCH OT ITOJIVUEHN A BPEJOHOCHBIX ITPOTPAMM

Ecnm Bel mosyunim cooOlenre ¢ BUpycoM, 3Ha4YUT, Bl yke HEBOJILHO BHITOJIHIJIM NIEPBbI IIar Ha
IYTH K 3apakeHuIo Barero koMmnpioTepa, oCKOJIbKY OMACHBIN (haiiyl COXPAHWICS Ha KECTKOM JIUCKE.
IToka 310 He (aTabHO, HO OYEHb ONACHO, I03TOMY, MPEX/IE BCEr0, HEOOXOAUMO MPEANPUHATH MEPbI
K TOMY, YTOOBI 3TOTO HE MPOMCXOUIIO BIIPEpb.

Y MHOTUX OMepaTOpOB CBSI3U UMEIOTCS Ha TIOUYTOBBIX cepBepax (PUIbTPhI, OTCEKAIOIIUE
NOJ03pHTebHbIE TIocanus. OIHaKO, HECMOTPSI Ha OYEBUIHYIO (D PEKTUBHOCTH OOIIECHCTEMHOTO
(wbTpa, 11 odecrieyeHrst Oe30MaCHOCTH €ro Bce-TaKu HeJJOCTATOYHO, TTOCKOJIbKY OH PAcCUMTaH Ha
00e3BpekMBaHNe yXkKe N3BECTHBIX BUPYCOB, TOT/Ia KAK HOBBIE BUPYCHI MOTYT OECIPETISITCTBEHHO
TOMAaaTh B MOYTOBBIN AMKUK. [ToaTOMYy Mosib30BaTeNI0 HEOOXOIUMO IPUHSATH JIOTIOTHUTEIbHBIE MEPHI
0Ee30MacHOCTH.

Camblii IefCTBEHHBIN CIIOCO0 OrPauTh OT BPEJOHOCHBIX IMPOrPAMM CBOH ITOUYTOBBIH SIIIIUK
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—3alpeTUTh MpreM COOOIIEHNH, COJIEpKAIIUX UCIIOHsIeMble BJIOXeHus. Ecin abOHEeHT BKIIOYaeT
NoJ0OHBIN (PHITBTP, TO BCE COOOIIEHHUSI, COIepIKaIIe UCTIONHIeMble (haiiibl, OyayT aBTOMATHUECKH
yIAISATHCSI HEMOCPEICTBEHHO HA TTIOUYTOBOM CEpBEpE.

HecmoTps Ha KakyIIylocsi paJuKaabHOCTh IMOJI0OHON MEphI, OHA OYeHb I(P(HEKTUBHA U B
OOJIBIIIMHCTBE CJTyYaeB He MPUBOJIUT K HEYI00CTBAM WJIM OTPaHMUYEHUSIM BO3MOXHOCTEH
T0JIb30BaTENICH.

Bo-niepBbIx, Kak MpaBUJIO, IO JIEKTPOHHOW MOYTE Yallle BCETrO PacChUIAIOT JOKYMEHTHI U
M300pakeHus1, HO He TIPOrPaAMMBbI.

Bo-BTOpHIX, B Clly4ae HEOOXOIUMOCTH IOJIyYeHUsI IPOrPAMMBI 110 TIOYTE, MOKHO JIOTOBOPUTHLCS C
OTIPaBUTEJIEM, YTOOBI OH MPE/IBAPUTENIHHO YIIAKOBAJI €€ C MMOMOIIBI0 KaKOr0-JIM00 apXuBaTopa,
HanpumMep, Winzip uim WinRar. [Toib3a nomyuurcst ABOiHAsA, TTOCKOJIBKY pa3Mep MOJTy4YeHHOTO
(haitna-apxuBa g0KEeH OBITH TOPA3I0 MEHbIIIE pa3Mepa U CXOIHOTO (haiia.

Nwmeetcs em€ oauH crocod He COXPAHATh MOJ03PUTEIbHBIE COOOIIEHHS HA CBOEM KOMITBIOTEPE.
Hapo cHayana mpocMaTpuBaTh TOJIBKO 3ar0JIOBKU COOOIIEHUN U YIAJISITh HEHYKHBIE TChMa
HEMoCpeICTBEHHO Ha CepBepe, He CKauMBasi UX Ha CBOW KOMITBIOTEP.

KAK 3AITPETUTD BbIITOJIHEHUE BPEJOHOCHbBIX TTPOI'PAMM

BrIBaloT 00CTOATENBCTBA, ITPU KOTOPHIX HEBO3MOKHO OPraHU30BaTh padOTy TaK, YTOOBI HE MOJIy4YaTh
COOOIIeHHUS C UCTIONHsIeMbIMU (paiiiamu. B 3TOM ciydae ecTb BEpOATHOCTb MOJYYUTh COOOIIEHUS C
BPEIOHOCHBIMU MPOTpaMMaMU. 3HAYUT, HEOOXOAUMO MPUHSTH MEPBI, YTOObI BPEJJOHOCHBIE
MpPOrpamMMbl HU B KOEM cJly4ae He ObUIM 3aIlyIIeHbl Ha BBIMIOJHEHHE.

UroObI 3a1ycTUTh (hailsl BIOKEHUS Ha BBIIIOJIHEHHE, CIEAYET OTKPbITh COOOIIEHHE B OT/AEIbHOM
OKHe, IBaX/[bl IIEJIKHYB 10 CTPOKE COOOIIEHHS B CIIUCKE (COOOIIEHUE C BIOKEHUEM ITOMEYEHO
CKPENKOi) ¥ OTKPHITh (haiiI-BlIOKEHHE, IBAXK/IbI IIETKHYB M0 UMEHH (pailsia B 3ar0JIOBKE COOOIIeHUs
(none «IIpucoequHuTh ).

YuutheiBas CKa3aHHOC, H€O6XOL[I/IMO B34Thb 3a ITPaBUJIO:

HE OTKPBIBATh COOOIIEHUE (IBAXK/IBI IIEJTKHYB MBIIIKOI), OCOOEHHO €CJIM OHO MPUIILIO OT
HEW3BECTHOTO OTIpaBUTeNsl. TEeKCT MOKHO MPOUYHTATh B PeXKUME OBICTPOro MPOCMOTPA: KOTAa MpH
OJJMHOYHOM IIIEJTYKE MBIIIKOW Ha COOOIIEHUH B CITCKE TEKCT COOOIEHUs 0TOOpaXaeTcs He B
OT/IEIBHOM, @ B OCHOBHOM OKHE ITPOTPaMMBl.

Vnpagnenre «K» MBJ] P® pekoMeHIyeT HEeMeJICHHO yIalisiTh BCE MOJO3PUTEIbHBIE COOOIIEHHMS.
Hukorpa He oTKpbIBaiiTe cpa3y MpUCiIaHHble (DailJIbl-BJIOKEHHS, B TOM YHUCIIE TTOJyUYeHHBIE OT JApPY3€eH,
KOJUIET WM OT UMEeHHU U3BeCTHHIX (pupM. [IpriHMMaiiTe BO BHUMaHUE, YTO COOOIIEHUs OT SIKOOBI
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SHAKOMBIX JIMII MOT'YT OKa3aTbCsA paCCbUIKaMHU, OTIIPABJICHHBIMU CETCBLIMH YCPBAMMU. Taxxe nmerite
B BUAY, 4YTO 0e3 Ballero BE€IOMa HU OJIHA yBaKaeMada OpraHU3alus HE 6y,IlCT paccoliaTh (baﬁ)'[bl, Jaxe
€CJIM 3TO BAaXXHBIC JaHHBIC, TAKUE, KAK OOHOBJIEHUSI CUCTEMBI MJTH oduepeaHad 3aiuTa OT BUPYCOB.

PACIINPEHUE ®AIJIA — 3TO BAXKHO

Oopamaiite BHUMaHKe Ha paciupenue ¢aina. OcoOyio OracHOCTh MOTYT MPEJICTABIATH (DANIBI CO
CJIEYIOIMHU PACIITUPEHUSIMH:

*.ade, *.adp, *.bas, *.bat, *.chm, *.cmd, *.com, *.cpl, *.crt, *.eml, *.exe, *.hlp, *.hta, *.inf, *.ins,
*isp, *.jse, *.Ink, *.mdb, *.mde, *.msc, *.msi, *.msp, *.mst, *.pcd, *.pif, *.reg, *.scr, *.sct, *.shs,

* url, *.vbs,*.vbe, *.wsf, *.wsh, *.wsc.

BpenonocHsie (aiisibl 4YacTo MacKUPYIOTC MOJ] OObIUHBIE rpaduueckue, ayano- u Buaeodaiisl. s
TOr0, YTOOBI BUJETh HACTOSIIIEE paciiipenue (aiia, 0053aTeIbHO BKIIOUUTE B CUCTEME PEKUM
OTOOpakeHUs paclIMpeHuit (pansoB.

KAK IMPABUJIBHO YIAJIATb COOBIIEHUE 13 ITOYTOBOM ITPOI'PAMMEI

ByapTe 04eHb OCTOPOKHBI IPH MOJTyYEHHH COOOIIEHNH ¢ (haillaMu-BlIoKeHUusAMH. [lono3puTebHbie
COOOIIEHH JTy4llle HEMEJIEHHO YIaJIATh.

Yro0sl yaauTh COOOITIEHNE B TIOYTOBOW IIPOrpaMmMe MOJTHOCTHIO:

yJIaJMTe COOOIeHne U3 Tanku «Bxopasimues;

yIaJIuTe COOOIICHNE U3 TIAMKY « Y IaJICHHbIE»

BBINOJIHUTE HaJl nankamu onepaiumio «Cxare» (Paitn/Ilanka/Cxarh Bce Manku).
3AIIUTA SJTEKTPOHHON ITOYTHI

K coxanenmio, Heslb3s UCKITIOUaTh CITydau, KOrja MpuchuiaeMble (haiiyibl Bce-Taku OyayT 3aImyIeHbl.
OpHaKo U B 3THX CIydyasX MOKHO IPUHATh KOHTPMEPHI.

B nepByto ouepenp, ciaeaute, YTOOB y Bac ObUIM YCTAHOBJIEHBI CaMble TIOCJIEJHUE OOHOBJICHUS
nporpamm. HenmmmHum OyzieT ycTaHOBUTH MEPCOHAIBHBINA MexkceTeBol skpaH (firewall). B Hém
clle/lyeT yKa3aTh MCUEPIbIBAIOIIMIA CIIMCOK MTPOrpaMM M AOCTYITHBIX UM MOPTOB U cepBUcoB. Kak
TOJIbKO KaKasi-IMO0 He3HAKOMasi MPOrpaMMa TOTBITAETCS OTIPABUTH MOUTY, OHA TYT e OyAeT
oOHapy’KeHa, ¥ 3apa3a He paclpoCTpaHUTCs ¢ Barero kommeioTepa Jasblie.

KpOMC TOro, OTCJICKUBATh 1 6J'IOKI/IpOBaTb OITIaCHBIC HeﬁCTBHH, KOTOPBIC MOT'YT BBIIIOJIHATH
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BpEIOHOCHBIE TIPorpamMMBbl (0OpallieHre K (haiiiam, 3arpy304HOi 00JIaCTH JUCKA, CHCTEMHOMY
peecTpy M T. I.), CHOCOOHHI CIIeNMaIbHBIE TPOrPAMMBI-CTOPOXka, OOBIYHO BXOASIIME B COCTAB
AHTUBHUPYCHBIX ITAKETOB. OHU aBTOMaTUYECKHU 3aIlyCKaloTCA Ha BBIIIOJIHEHUE IIPU 3arpy3Ke
OIEPAIMOHHOM CHCTEMbI 1 HE3aMETHO MPOC/IEKUBAIOT JEUCTBHUS IIPOTPaMM.

BYAbTE B/IUTEJIbHbI!

Pexkomenyercst 60JibIlie BHUMaHUsI 00paIiaTh Ha TO, YTO MPOUCXOUT Ha BallleM KOMIIbIOTEPE BO
BpeMsi ceaHca cBsi3u ¢ MiutepHerom. Eciiu Bel 3ametute, uto B TO Bpemsi, Korja Bel He BbITIOHsIETE
HUKaKUX JICHCTBUM, HE IPOMCXOIUT OOHOBJIEHHE aHTUBHPYCHOTO MTPOrPaMMHOT0 0OeCTIeYeHUS 1
KOMIIOHEHTOB OHepaHI/IOHHOI;'I CHUCTEMbI, 4 UTHAUKATOP aKTUBHOCTHU NIEPEAaYn JaHHLIX 11O CETU
rOBOPUT 00 00paTHOM, HEMEIJIEHHO MPEeKPaTUTe CBSA3b U MPOBEPhTE KOMIbBIOTEP AHTUBUPYCHBIMU
nporpamMmmaMu. IHAMKaTopoM aKTMBHOCTH PaOOTHI C CEThIO MOKET CIYKUTb BHELTHUN MOJIEM
(JTaMIMOYKHM MUTaioT), 3HAYOK JIBYX COETUHEHHBIX KOMITBIOTEPOB, MOSBISIOMIMICS MPU YCTAHOBJIEHUH
CBSI3M BHU3Y Ha AHEJM 3a/1a4 (MUTaeT).

be3onacHoe ncnosb3oBanue Tejaekongepennui u ICQ

CambIM rycTOHaceJ eHHbIM BUpycaMu MecToM B IHTepHeTe, 10 MHEHHUIO CIeaIiCTOB-
AQHTHBHUPYCHHUKOB, OCTaeTCsl, TaK Ha3biBaeMas, ceTh Usenet, BKIIIoYalomas B cedst pasHOOOpa3HbIe
IpyIIBI HOBOCTEH (TeJIEKOH(EPEHLINN).

I[pyFI/IMI/I CJIoOBaMH, HOBOCTH — 3TO OUYECHb HCH&,ZIG)KHI)II‘/JI HUCTOYHHUK B CMBICJIC TIOJIYUYCHUA (baﬁHOB,
MMO3TOMY OTHOCUTBCA K HUM HA1O OoJiee yeM OCTOPOIKHO.

Crapaiitech N0J1b30BaThCSA HOBOCTAMM IO UX MPSAMOMY Ha3HAUEHHUIO: 171 MOAAEPKaHUsl JUCKYCCH,
oOMeHa MHEHUSAMU, UH(OpMaLIMeid, HO He B Ka4eCTBe UCTOYHMKA OecruiaTHbIX nmporpamm. Popma
B3aMMO/IEHCTBHUSI B HOBOCTSIX — 3TO BCE TOT K€ OOMEH IOYTOBBIMU COOOIIEHUSIMH, TIOTOMY TIPH
paboTe ¢ HOBOCTSIMU UCTIOJIb3YHUTE T€ K€ PEKOMEHAALMY, YTO U IIPU padoTe C IEKTPOHHOM MOYTOM.

Jpyroii HempUSITHOCTBIO TIPU PAdOTE C HOBOCTAMU (U APYTMMHU OJOOHBIMU CEPBUCAMK) MOXKET CTaTh
OrJIacKa BaIlero 3JeKTPOHHOTO MOYTOBOTO apeca, KOTOPHIi BIIOCIEACTBIHA MOXKET OBITh
MCTIOJIb30BAaH IS CIIAM-PACCHIIOK MJIM PACCBUIOK COOOIEHUI ¢ BUPYCAMU.

Korza BbI momeriaete cooOIeHrE B IPyIIie HOBOCTEH, B HEM BCErJa COAEPKUTCS Balll OOpaTHBIN
azipec. DTO NOTEHIUAIBHO ONACHO, MIOCKOJIBKY CYIIECTBYIOT CHIELMAIbHBIE IPOrPAMMBI, KOTOpbIE
CIIOCOOHBI ABTOMATHUYECKU CKaHUPOBAaTb HO)106HI)IC 06T)HBJI€HI/IH, BbIY)KMBas U3 HUX IMOYTOBLIC
azpeca.

OpnHako Takue MporpaMMHbIE aBTOMATHI JIETKO 0OMaHyTh. MI3MeHuTe cBoi 0OpaTHBIN ajpec,
BKJIIOUMB B HETO HEKOTOPYIO BBIAEJIAIOINLYIOCS YacTb, Harpumep, 1.Ivanov-DEL-@provider.ru:
OOBIYHBIE MTOJIb30BATEIN MONMYT, KAKOB Bar Hactosmmii agpec, a mporpaMmbl OyIyT UCIIOIb30BATh
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OOMaHKY «BCJICTIYIO».

be3onacHoe ncnoJsib3oBanue nemnaxepon ICQ

[Meiimxepst ICQ Takke SBISIOTCS CEPBUCAMMU MOBBIIIEHHON OMACHOCTU. [lesio B ToM, 4TO, Kpome
POCTO 0OOMEHa COOOIIEHUSIMU, OHU JIAI0T BO3MOKHOCTh OOMEHHMBATHCS (paiiiiaMu, KOTOPbIE MOTYT
OKa3aTbCsl BPEIOHOCHBIMU MPOrpaMMaMHU.

[TpaBuna paboTsl C (pailjlaMu TaKue Ke, YTO U MpH IpuemMe (hailjIoB-BIOKEHUH 110 3JIEKTPOHHOM
1OYTe: HUKOI/Ia HE OTKPBIBAWTE MPUCIAHHBIE (DallIbl, TPEJBAPUTEIBHO HE IPOBEPUB UX
AHTUBUPYCHOM mporpamMmoil. He nopasaiitech xkejlaHUI0 HEMEAJIEHHO IIOCMOTPETh (poTorpadun
cobecennnka. CHayama npoBepbTe, HE SABJISETCS JIU MPUCIIAHHBINA (DAl MoIe KON oy (aiii-
n300pakeHue, crapaiTech He pasrianaTh HHopmanuio o cede.

3amura IP-agpeca komnbloTepa

Hpyras noreHuuaipHas onacHocTs ICQ — Bo3MoxkHOCTS onpenenenus [P-anpeca Bamero
KOMITBIOTEPA, KOTOPBIA MOXKET OBITh MCIIOJIb30BaH IS Bo3aeicTBUs n3BHe. Padoras B ICQ,
00s13aTesIbHO yCTaHOBUTE (hJIaKOK, 3alpellaloIiyil nokassiBaTh IP-aapec.

OBIIIUME PEKOMEHJIAIINNA 11O OBECIIEYEHUIO
FE3O0ITACHOM PABOTBI B MHTEPHETE

1. AHTUBUPYCHBIE [TPOT'PAMMBI — BAIIU TTEPBBIE 3AHNIUTHUKA

YcraHOBUTE aHTUBHPYCHOE MTPOrpaMMHOE 0OECIIeYeHUE ¢ CAaMbIMU MOCJIEAHUMU OOHOBJICHUSIMU
AHTUBUPYCHOU 0a3bl. PeryisipHo OOHOBIIsANTE aHTUBUPYCHBIE IPOTPAMMBI JIMOO pa3perianTe
aBTOMaTU4eCcKoe OOHOBJIEHHE IIPY 3apOCe MPOrPAMMBI.

2. OBHOBJIEHMA - 9TO ITOJIE3HO U BE3OITACHO

OtcnexuBaiTe NOSIBJIEHUE HOBBIX BEPCUM OIIEPALIMOHHBIX CUCTEM U CBOEBPEMEHHO YCTaHABJIMBANUTE
OOHOBJICHUS K HUM, YCTPaHSIOIIME OOHAPYKEHHbIE OIIMOKHY.

[To BO3MOKHOCTH OTKa3bIBAUTECh OT UCIIOJb30BAHUS CTAPHIX ONEPAIIMOHHBIX IPOIPAMM B IMOJIb3Y
6oJiee COBpeMeHHBIX. PeryisipHo OOHOBJISIITE MOJIb30BaTEILCKOE MTPOrPaMMHOE OOecTieueHue It
paboThI B CETH, TAKOE KaK MHTEPHET-Opay3ep, MOUYTOBbIE MPOrPaMMBbl, YCTAHABIIMBAsI CAMBIC
nocjeHre OOHOBJICHHUS.

© 2024 Crencrsennoe ynpasnenue Crencrsenroro komurera Poccuiickoit ®eneparmn o Yeuernckoii PecyOimke

18/20



OdHuManbHLBIH caiiT

ClireJICTBEHHOE yIIpaBJICHHE
Cnencrsennoro komurtera Poccuiickoi Meyiepanmm
no Yeuenckoit Pecnybnuke

[ToMHUTE, YTO OOHOBJIEHUSI OTIEPAITMOHHBIX CUCTEM Pa3padaThIBAIOTCS C yYETOM HOBBIX BUPYCOB.
3. HACTPOMTE CBOM KOMIIBIOTEP ITPOTUB BPEJJOHOCHBIX ITPOTPAMM

Hacrpoiite onepanyoHHyI0 CUCTEMY Ha CBOEM KOMIThIOTEPE TaK, YTOObI 00eCeUNBAIICH OCHOBHbIE
npaBuiia 0€30MacHOCTH MpU padoTe B CETH.

He 3a0yapTe MOAKOPPEKTUPOBATh HACTPOMKH MOYTHI, Opay3epa M KJIMEHTOB APYTUX UCIIOIb3YEeMBbIX
CEpBHUCOB, YTOOBI YMEHBIIIUTb PUCK BO3JIEHCTBHS BPEOHOCHBIX MPOrPaMM U MO/IBEPKEHHOCTD
CEeTEeBBIM aTaKaM.

4. TIPOBEPSINTE HOBBIE ®ANJIBI

Hukorzna He yctaHaBIMBaiTe M HE COXpaHsiTe Oe3 MpeABapuTeIbHON MPOBEPKH aHTHBUPYCHOH
IporpamMmon (paiJibl, NOJYUYEHHBIE U3 HEHAIEKHbIX MICTOYHUKOB: CKaYaHHbIE C HEU3BECTHBIX web-
CalTOB, MPUCJIAHHBIE MO JIEKTPOHHOM MOYTE, NOJy4YeHHbIE B TeneKoH(pepeHMsx. [lono3puresbHbie
(paiiibl nyuliie HeMeUIEHHO YAAJISATS.

[TpoBepsiiiTe Bce HOBBIE (haidyibl, COXpaHsieMble Ha KoMIlbloTepe. [lepuoauuecku nposepsiiite
KOMIBIOTEP HOJIHOCTBIO.

5. BYJIBTE BAUTEJIbHBI 1 OCTOPOJXHbI

ITo BO3MOXXHOCTH, HE COXpaHANTE B CUCTEME NAPOJIH (1 YCTAHOBKU COelMHEHUM ¢ MIHTEpHETOM,
1151 3JIEKTPOHHOM MOYTH U Ap.) U NEPUOJUYECKU MEHSNTE UX.

[Tpu noyyeHrnn U3BELICHUI O HEIOCTABKE IMOYTOBBIX COOOIIEHNUI oOpalaite BHUMaHUe Ha
NPUYUHY U, B CJIyYae aBTOMATUYECKOTO OMOBEIIEHNsI O BO3MOKHOM OTIIPaBKe BUPYCa, HEMEIJIEHHO
IIPOBEPSNTE KOMITBIOTEP AHTUBUPYCHOM IPOrPaMMOIA.

6. PEBEPBHOE KOITMPOBAHUE - I'APAHTU BE3OITACHOCTU

PeryiisipHO BBINOTHSANTE pe3epBHOE KONMMPOBaHUE BaXkHOW MH(popMaryu. [1IoAroToBbTe 1 XpaHUuTe B

AOCTYITHOM MeCTe CUCTEMHBII 3arpy304HbIil JUCK. B ciyuae nogo3peHus Ha 3apakeHue KOMIbIoTepa
BPEJOHOCHOH MTPOrPaMMOM 3arpy3UTe CUCTEMY C JUCKA U IIPOBEPbTE AHTUBUPYCHOM ITPOr PAMMOM.

25 Aneaps 2023 18:07

Aodpec cmpanuypi: https://chr.sledcom.ru/Rekomendacii-po-zashhite-ot-moshennikov
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